Secure...Enhance - Protect

Strategies For
Dealing with
Infringements on
Maker Marketplaces

Nancy Merritt, OpSec Security

OpSec

ONLINE



MAKER AND POD MARKETPLACES LOpSec

Secure - Enhance - Protect

O REDBUBBLE

Teespring

www.opsecsecurity.com 2



BACK-END ECOMMERCE SITES

WORDPRESS

network
V .
SQUARESPACE

www.opsecsecurity.com 3



SELLER PROFILE LOpSec
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Traditional Marketplaces VS- Maker/POD Marketplaces

. More egregious infringers/wholesalers . Artists, fans, craftsmen, creators
. More general awareness . Lack of awareness or understanding
. Typically higher volume . Typically smaller volume and production

. Usually stock on hand . No stock on hand



ENFORCEMENT OPTIONS @

Secure - Enhance - Protect

Traditional Marketplaces VS- Maker/POD Marketplaces

. Reactive and harder approach/response ¢ Proactive and softer approach/response
. Standard IP enforcement and penalties Focus on educating sellers about IP rights

. Report directly to the platform . Communicate with sellers directly



ALTERNATE OPTIONS

NETFLIX

Acgust 23, 2017

Emponum Arcedo Bar

% Danny and Doug Marks
2383 N. Miwackes Ave
Chicago, IL 80€47

T e ————

Danny and Doug,

My walkio talkie is busied 50 | hed 1o write this note insteas, | heard you lsunched a Stranger
Things pop-up bar al your Logen Square location. Look, | den't want you ko think I'm ¢ total
wastod, ond | love how much you guys love the show, (Just wad unfl you soe Season 2!) But
unless I'm lving in the Upside Down. | don't think we did a deal with you for this pop-up. You're
obdcusly creatve types, o I'm sure you can sppreciate that R's important 1o us (o have & say in
how our fans encounter tho workds wo bulld.

We're not golng to go ful Dr. Breaner on you, but we sk that you plesse (1) not extend the
poo-up beyond its 6 weak run ending In Seplember, and (2) reach out 1o Us for permission 1 yeu
pin 10 do something fi<e this 9gain. Lot Mo koW 85 500N 85 £0SSIDI That YOU 89780 10 theso
requests.

We love cur fans moro than anything, but you shouk! know that the demegorgen Is not atways
as forgving. So please don't make us coll your mom.

Thanks,

EE——
Director!Senior Counsel - Content & Brand IP

www.opsecsecurity.com

e -y
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Oclober 24, 2017

ATTN: &uum Managing Partner
Re.  Monsygun's TGI Fridays Halloween Event

Dear Bruce:
»mmmnmmm | wanied to reach out regarding Moneygun's
plan to deess vp a3 TGI Fridays for Hatloween,
u‘amwyamduwwmwummlmmmw Afler st —
TGI Fridays is nd has been

Sing ad p iz Long w?oa(Vounwm-
by the way.)

Foctunately, we have @ number of things you can take off our hands to party lice 's always
Friday. Please see enclosed gift.

Al Is yours %o keep.. we don't need it anymore.
UNfortunaledy (for you = not us), rademark law requires us 10 profect our brands and to

trademarks. I'm concemed that
doulNHEREﬂsALWAY!FRIDA slogan, and S0 0N ~ WoUld cross

As such, we must ask that you avoid using TGI Fridays' lrademarks, fogos, and cther
jproparty in your evant.

Seriously. Don't. Thanks. Hapgy Halloween,

Yl

Attorney

19115 Dailas Parkway, Sults 165, Datis, TX 75287
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July 12,2012 VIA EMAIL ONLY

Mr. Patrick Wensink
Louisville, KY
patrickwensink@zimail.com

Re:  Mark: JACK DANIEL'S
Subjest: Uss of Trdemarks

Dear Mr. Wesink:

Lum an attormey at Jack Danicl’s Propertics, Inc. (“IDPI) in California. JDPI is the owner of the JACK
DANIEL'S trademarks (the “Marks”) which have been used extensively and for many years in
connection with our well-known Teanessee whiskey product and a wide variety of consumer
merchandise

It has recently come to our attention that the cover of your book Broken Piano far President, bears a
ign that closcly mimics the stylc and distinctive elements of the JACK DANIEL'S trademarks. An
imago of the cover s set forth below for ease of reference.

We are certainly flartered by your affection for the brand, but whike we can appeeciate the pop cultire
uppeal of Jack Danicl's. we also have 10 b diligent %0 easure that the Jack Daniel’s trademarks are used
correctly. Given the brand's populsrity, it will probably come as no surprise that we come acrass designs
Tike this o a regulsr basia. What may not be 50 apparent, however, is that if we allow uses like this onc,
we run the veey real sisk that our trademark wil be weakeaed, As # fan of the brand, I'm sure that is not
something you ntended or would want 1 sec happen

As an author, you can certainly undersiand our position and the noed 1o contact you. Yom may even have
run into similar prohlems with your awn intellectual property.

I onder to resolve tis matier, because you are both a Lauisvillo “neighbor” aod a fan of the beand, we siniply
request that you change the cover design when the boak is re-printed. I you would be willing to change the
desipn sooner than that (inchding on the digkal versiom), we would be witling 1 contribte o reasonable
amount towards the cosss of doing sa. By taking s sicp, you will help us 1o cnsuee thar the Jack Daniel's
brand will mean as misch 10 fisuee gencrations 2 it does todhy.

We wish you continued success with your writing and we ook forward to hearing from you at your
carliest conveaience. A response by July 23, 2012 would he appeeciated, if possible. [ the nseantiose, if
yua have any Guestions or concems, please do ant besitats 1o contact me

Sincerely, -

MELATY \ .\ h

Christy Susntan

Senior Attorney - Trademarks

JAack DANIEL'S PROPERTIES, INC.

4040 Covic Centam Duave  « SUITE 528 ¢ San Ravast, CALIFORNIA 94903
TerpRanys (A185) d4A.5278 o Fax (4151 496.5230



ALTERNATE OPTIONS

WWwWw.opsecsecurity.com

Dear Messrs. Bushnell and Casciolo:

Worid Wrestling Entertainment, Inc. ("WWE") is the exclusive owner of numerous trademarks, service
marks, trade dress and copyrights, inciuding, but not limited to, WWE, the WWE logo, RAW,
SMACKDOWN, ECW, NWO, WCW, as well as all of its talent images, likenesses, and rights of publicity.
WWE, as the premier provider of wrestling entertainment services, has through extensive use and
promotion of its intellectual property, established substantial and valuable good will in its intellectual
property. In addition, WWE is the exclusive licensee and authorized agent to act on behalf of RIC
FLAIR. As such, WWE vigilantly protects its intellectual property rights and does not tolerate any
infringement of the same.

WWE has discovered that its intellectual property, including, but not limited to personal likeness of WWE
talent RIC FLAIR is being used by you, without the authorization of WWE or Richard Fliehr, on the
following product and packaging:

hitps:/www.lockeitybrewing.com/fockeitybrewingbeers (Figure Four Lock, IPA)

LOCK CITY BREWING CO.

| am sure the beer is delicious! But unfortunately, we cannot have you use the RIC FLAIR likeness on
the beer packaging, or any characteristics associated with the RIC FLAIR character. So, to sum up, on
your next packaging print run, please change the graphics on the beer and packaging and use
something mare generic to describe the beer (for exampie: avoid “stylin' and profilin™ and “WOOQ" or
“"WHOOQ?" descriptors). And in the meantime, if you could change the current graphic on your site, social
media, etc., we'd be much appreciated.

1 look forward to your timely reply, no more than (figure) four (4) calendar days from today.

Matthew C. Winterroth

Vice President, Intellectual Property
Business and Legal Affairs

World Wreslling Entertainment, Inc.

1241 East Main Straet

Stamford, CT 06902

Tel: +1 (203) 353-5073

Fax: +1 (203) 353-02386

E-mail: matthew.winterroth@wwecorp.com

W
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OPPORTUNITES TO COLLABORATE @

MARKETPLACE BEST PRA

«  Work directly with platforms on specific business needs and
challenges

- Leverage options for working with platforms to proactively
filter infringements

* Leverage alternative communication and reporting options

«  Consider opportunities to convert sellers to

licensees/resellers/partners

WWW.OpSQCSGCUI‘ity.COH] 8
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World Wrestling Entertainment




What is WWE? Multi-faceted.

WWE’s operations
are organized
around the
following four

principal activities:

Media Division,
Live Events
Segment,
Consumer
Products Division
and WWE Studios
Segment.

(& -

Media Live Events

WWE's Media division is comprised of four pillars - WWE WWE's creative team develops compelling and complex
Network, Televised Entertainment, Home Entertainment, characters and weaves them into dynamic storylines that
and Digital Media. combine physical and emotional elements. Our...

st iy ONMATIE JOMNEON  aor i s v o STEPHEN NERCUNT
ncn mlv nmv mm Illlﬁll MM'

G‘”'"' FAMILY

. NOW AVAILABL "

Y DVD & DIG

Consumer Products WWE Studios
Our Consumer Products division is made up of Licensing WWE Studios develops and produces feature films, as well
and Direct-to-Consumer Products. as television and digital content. Its diverse slate is

released theatrically, direct to home...

10



WWE by the Numbers

1.69M

WWE Network
Average Paid Subscribers

28B+

Social and Digital Video Views

}). 1B+ Social Media Followers

#1 Sports Channel on YouTube

#2 Overall Channel on YouTube

6B+ Hours of WWE Content Watched

1,500

Hours of WWE
Content Created
for 180+ Countries
in 20 Languages %*

Global Brand at Retail Annually

175+ licensees in more than 100
Product Categories Worldwide

#1 Action Figure in USA

#1 best-selling fighting video game franchise
in console history with 85M+ units sold

1.2B

Social Media Engagements
(e.g. likes, follows, shares, mentions, retweets)




Made-to-Order (M20)
Print-on-Demand (POD)
Maker Marketplaces

These are e-commerce marketplace platforms where:

Sellers typically are ‘“makers” or craftspeople marketing to people
looking for unique/one-off types of product;

Sellers typically either hold no or limited stock in their advertised
product; but

However, there is a by-product: in many instances, unscrupulous sellers
are able to capture the zeitgeist and market/sell various types of
infringing merchandise very quickly (apparel, paper goods
[posters/artwork/personalized items], drinkware, jewelry, etc.)



WWE is the perfect
M20O/POD/Maker Brand

WWE is a popular brand that is
constantly creating new content on a
daily basis, globally, on multiple
platforms
Which, unfortunately creates ripe
situations for people to demand and

create instant infringing product
based on WWE IP



WWE is the perfect
M20/POD/Maker Brand
Examples - Etsy

B
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WWE is the perfect
M20/POD/Maker Brand
Examples - Etsy

. X Q sgnn W Ftsy | wwe

LIS BE| READY 10 UELE

PERSONALIZED
DIGITAL FILE

BRADEN
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Cotton Fabric
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WWE is the perfect
M20/POD/Maker Brand
Examples - Etsy

Etsy [ wwe x Q signin @

Jawelry & Accessories Clothing & Shoes Home & Living Wedding & Party Toys & Entertainment Art & Collectibles Craft Supplies Vintage n Gifts

« Back to search results ELCueroUnitedKingdom
WWE Women Tag Team Wrestling
Championship Belt Adult Size

$123.43

Quantity

1 -

Ready to ship in From

1-2 business days Pakistan

Get shipping cost v

View shop policies

Meet your seilers

EL-Cuero
O

& Click on photo to zoom wner of ELCueroUnitedKingdom

* Handmade ( Message EL-Cuero )

Deseriy
ALL PICS ARE OUR OWN MANUFACTURED BELT'S PICTURES....

WWE W n Tag Team Wrestling Championship Replica Belt




WWE is the perfect
M20/POD/Maker Brand
Examples - Teechip

wwe dx shirt jersey iPhone 7 Case

$18.95 s2195

ERET T
ATRIA

EW YOR
Eea

N =) 3 =)

Color; Farest Green

Stone Cold Steve Austin t shirt
remium Fit Mens Tee

$28.95 s3395

TETTA



WWE is the perfect
M20/POD/Maker Brand
Examples - Sunfrog

ShopBy ~  Create~  Help ! 0

" " Most designs are availabie on a var
Search results for- | VWWE

Click on a item you like to see what

SUPERSTAR
<
( |

/ R\ &
SUPERPOWER? SUPERPOWER? -

WWE
WRESTLE
FULL TIME
90ouze
NIN.JA
JoB JinE

Viwe Wrestler-Ninja Superstar Wwe Ve Wirestier Superstar Wive

SUPERSTAR
WWE

Viwe Wresther-Miracle. Wwe Wrestler-We Do Wwwe Wrestler



WWE is the perfect
M20/POD/Maker Brand
Examples - Redbubble

@ REDBUBBLE v thoiona T .

Clothing Stickars
Filters
Category
All Categories
Clothing
Kids & Babies' Clothes

Phone Cases

Stickers

Wall Art

Home Decor

Stationery

ACCes50Mes

Artwork Medium

‘hone Cases Wall Art

Home & Living Kids & Babies Stationery Cifts Explore de
Wwe The Fiend Most Relevant «
< <@
%S %)
MATURE CONTENT MATURE CONTENT
Let Me In Art Print bullet fiend club V-Neck T-Shirt  The Fiend Classic T-Shirt The Fiend Slim Fit T-Shirt Let Me In Shower Curtain
B; By blacks comics By murphy )2 By benlagan
™ $2216 W $17.36 W $917.36 W 4§57 i
when you buy 2+ e
v <@ <

L7 o
@\

Bray Wyatt "Let me in" The Fle.. The Flend Bray Wyatt Print Sti..  The Fiend Hurt Heal Acrylic Bl...

By The Wrestling Network By BrittanyKay5150 B adorg
$25.25 v, $250 = $25.25 =
§ N an you buy 2+

19



WWE is the perfect
M20/POD/Maker Brand
Examples — Facebook

Middleclass.com

whLike 3 Follow &, CallNow - {#) Send Message

9 Middleclass.com Clothing (Brand) in Dhaka, Bangladesh

February 18- @

Price - Only 300/~ TK (Regular Price 350/ taka)

To Order, please INBOX us with the following details:
1) Your name

2) Full home acdress

Middleclass.com 3) Contact Number

-
4) Product Code ) (‘

com :
5) Size middleclass.com
Hotline: +8801869358827

Home
ABOUT MIDDLEC
Shop
Our Ston
Posts Our Story
Reviews tiddle Class" one of the f-commerce
based online fashion store in Bangladest
Photos where you will find
Groups See More
Community
Communit All
About Y
24 Invite your friends to like this Page
Create a Page

v 5,002 people like this

6,060 people follaw this

b

About See A
., +8801869-958827

W
L

~) Send Message
= Clothing (Brand) - Design & Fashion

\) Hours

Sugges! Edits

20



WWE is the perfect
M20/POD/Maker Brand
Examples — Instagram

© | Instagram

THE DEAD HAS RISEN

FAN

Qv W |
21 Wes /I

THANK YOU FOR THE MEMORIES

21



What can a brand do?

Understand fair use laws and concepts, and celebrate/condone
certain third-party usages of your IP that promote your brand.



What can a brand do?

Understand fair use laws and concepts, and celebrate/condone
certain third-party usages of your IP that promote your brand.

e.g. Repurposing /
transforming
licensed/authentic product

A

SR LNAEE | |

b it
dkkokw 106




What can a brand do?

Understand fair use laws and concepts, and celebrate/condone
certain third-party usages of your IP that promote your brand.

Etsy (wee X Q) s W

e.g. Selling one-off
artistic works

.....

24



What can a brand do?

Enforce where necessary and work with vendors to monitor/enforce
on such marketplaces/platforms. This is a #s game.




What can a brand do?

Enforce where necessary and work with vendors to monitor/enforce
on such marketplaces/platforms. This is a #s game.

| can help you..,

MarkMonitor Dete

Review «

cte nforce «

The Queen (Portrait of Charlotte Flair)

WWE Inspired 9" Wooden Letters

WWE Inspired 9" Wooden Letters

WWE Inspired 9" Wooden Letters

WWE Inspired 9" Wooden Letters

P
ﬁ




What can a brand do?

Enforce where necessary and work with vendors to monitor/enforce
on such marketplaces/platforms. This is a #'s game.

| can help you...

MarkMonitor

NeW Llstings ‘EIL“ 1 Active Filter

Marketplace

redbubble.com ~ o

- teespring.com »
1
994 1G /W
Clear All
’at ;
i Sheamus &Quot Celtic Warrior St Patrick's Day
ta
@ v Mandy Rose And Sonya Deville WWE - Daman



What can a brand do?

Enforce where necessary and work with vendors to monitor/enforce
on such marketplaces/platforms. This is a #'s game.

W r@ Instagram v

Needs Review

tecte
t tus Stat
Br L Brand Reig Bra B |
bsit Dsit Websit t t
P 1 ofile Prof fil
See More Detall See More Detail See More Detail See More Detall




What can a brand do?

«  Work directly with marketplaces and social media to take advantage
of their direct contacts, API’s and tools

29



What can a brand do?

Work directly with marketplaces and social media to take advantage
of their direct contacts, API’s and tools

<teechip.com>

Jeff Grantham <grantham@scalablepress.com
@ 9 P B G S

>

Fri 4/7/2017 9:54 AM
Winterroth, Matthew ¥

Matthew,
| apologize in not responding to your last email yesterday, but was traveling back

from the west coast. | put in the take down request yesterday and just saw that the
campaign has been removed. On setting up a call, | just wanted to walk you through
a few things as it relates to this portion of our business, what we are trying to do to
clean up infringing content from outside users, and more of a direct contact if you
find anything on our platform.

Jeff

30



What can a brand do?

Work directly with marketplaces and social media to take advantage
of their direct contacts, API’s and tools

facebook

Facebook’s Commerce & Ads
Tool allow for harvesting of
“unsearchable” Sponsored Ads,
i Commerce & Ads IP Tool Application Marketplace Posts and Group
N Sale Posts (including closed

cha Groups) using your IP

# Help Center Enghsh (US)

Creating an Account

Messaging

Stories

Your Photos and Videos
Pages Toll us who you are
Groups

Events

Fundraisers and Donations
Payments

Marketplace

Apps

Facebook Mobée and Desktop
Apps

Accessiiity

Tell us about the Rights Owner

1P Repocting Em



What can a brand do?

Work directly with marketplaces and social media to take advantage
of their direct contacts, API’s and tools

L 2 mm Facebook’s Commerce & Ads

Tool allow for harvesting of
Image Text Links L “unsearchable” Sponsored Ads,
Marketplace Posts and Group

:;°:°°w g K°°°e°3; Sale Posts (including closed
: uri.com O} koobecaf2 H
81  Come check out Koobecaf's new store Groups) using your IP

Tag This Ad

v

Koobecaf £ for Counterfeit

fburl.com (@) kdpb

Trademar
Come check out Koobecaf's new store - "

Copyright




What can a brand do?

«  Work with popular sellers and convert them to approved licensees



What can a brand do?

Work with popular sellers and convert them to approved licensees

‘Wsyop i : Lson mo

SUPERSTARS MEN  WOMEN  XIDS  APPAREL  TITLEBELTS TOYS  GIFTS&MORE  NEWARRIVALS  CLEARANCE

UP TO 50% OFF SELECT TEES | UP TO 50% OFF SELECT TITLES Datails  +

ROB SCHAMBERGER Rob Schamberger was an artist
ORIGINAL ARTWORK . . .
selling unique/one-off pieces of art
on various Internet marketplaces.
Homa / Gifts & Mare / Rob Schamberger Art
ROB SCHAMBERGER AR ALL ROB SCHAMBERGER ART 122items | Sori By: Suggested v WWE decided to reach out to work
SUPERSTAR (0 OF 64) + with him in an official capacity, and
PRODUCT TYPE (00F 3] + now have a licensing agreement with
cATEGORY (00F 2) + &:{ ﬁ him for various merchandise now
STYLE (0 0F ) + (¥ sold on WWE’s e-commerce store —
GENDER (0 OF 1) - ~$ WWEShOp .com
] MenfUnisex (48)
zhasing - Beeezangc Rabs Botizy Roode Rch Kalei Sa08 Rob
No Size s M L Si‘lumhwg::“hl Pt T Slﬂnml\gtg::"ﬁl! Pt T Schamber: !V"ﬂli Primt T-
L S §29.99 §29.99 $29.99
a2 22 L2 2 3 20
COLOR (0 OF 9) +

o

Nia Jax oo Schamberger Sasha Banks Roo Asuka Acb Schamberger
At Print T-Shirt Scharnberger Art Print At Print T-Shit
Alark Lahet



What can a brand do?

Work with popular sellers and convert them to approved licensees

WSI/HP

SUPERSTARS APPAREL TITLE BELTS GIFTS & MORE NEW ARRIVALS

Rob Schamberger was an artist
selling unique/one-off pieces of art
Home / Superstars / Legends & Alumnl / Randy Savage / Macho Man Randy Savage 11 x 14 Rob Schamberger Art Print on various Internet marketplaces.

UP TO 50% OFF SELECT TEES | UP TO 50% OFF SELECT TITLES Detis 4

WWE decided to reach out to work

Macho Man Randy Savage 11 x 14 Rob with him in an official capacity, and

Schamberger Art Print . . .
. now have a licensing agreement with
.90 him for various merchandise now
’ sold on WWE’s e-commerce store —
1 v Availability: In Stock WWEShOp .com

Add to Bag Add to Wishliss
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What can a brand do?

Work with popular sellers and convert them to approved licensees

WSHHP

SUPERSTARS APPAREL TITLE BELTS GIFTS & MORE NEW ARRIVALS

Rob Schamberger was an artist
selling unique/one-off pieces of art
uperstars / Legends & Alumnl / Steve Austin / Stone Cold Steve Austin Rob Schamberger 11 x 14 Art Print on Va.I'iOllS Internet marketplaces.

UP TO 50% OFF SELECT TEES | UP TO 50% OFF SELECT TITLES pesals  +

WWE decided to reach out to work
with him in an official capacity, and
now have a licensing agreement with
$19.99 him for various merchandise now
sold on WWE’s e-commerce store —
WWEShop.com

Stone Cold Steve Austin Rob
Schamberger 11 x 14 Art Print

1 v Availability: In Stock

Add to Bag Add to Wishlist

36



What can a brand do?

Work with popular sellers and convert them to approved licensees

WSHUP

SUPERSTARS APPAREL TITLE BELTS GIFTS & MORE INEW ARRIVALS

UP TO 50% OFF SELECT TEES | UP TO 50% OFF SELECT TITLES Dewis 4 Rob Schamberger was an artist
selling unique/one-off pieces of art

on various Internet marketplaces.

Becky Lynch 2017 Rob Schamberger Art WWE decided to reach out to work
Print T-Shirt with him in an official capacity, and
now have a licensing agreement with
$29.99 Ak ddkod 12 reviews him for various merchandise now
it sold on WWE’s e-commerce store —
=1 | B2y | i | o N WWEShop.com
e

Availability:
1V | Select Size for Avadabllity

Please choose size




Takeaways

Protect your IP:

Trademark/copyright filings

Watching services

Proper licensing protections

Use vendors that can automate monitoring/enforcement across wide
spectrum of Internet marketplaces, including M20, POD and Maker sites

Program Tips:

Investigate your possible IP infringement issues

Join industry groups to discuss strategies with other brands

Interview vendors and run trials to determine scope of problems

Work with ecommerce marketplaces and social media platforms to join
their content management programs (e.g. Facebook’s Commerce & Ads
Tool)

Get buy in from executive management to tackle problem

Choose vendor(s) and constantly challenge them

Don’t sit back on autopilot - continuously monitor, re-evaluate and evolve
program



Contact Information

Matthew C. Winterroth
World Wrestling Entertainment, Inc.
1241 East Main Street
Stamford, CT 06902
United States of America

+1-203-353-5073
matthew.winterroth@wwecorp.com




Questions?

Q&A




Secure, enhance and protect your products

Secure - Enhance - Protect




